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EXECUTIVE DIRECTOR‘S MESSAGE:

Good things remain good only because they are
always scant. | am glad to unfold this wonderful magazine as
an appreciation of the admirable efforts put forth by the team.
The effort taken to bring about content is appreciable. This is
a productive technical material and subsidiary skill
developing tool for the students. The release of this brilliant
forth issue of the technical magazine “TARANG” has added
the value of department. | also applaud the coordination &
efforts behind the team to bring out this issue.

PRINCIPAL MESSAGE:

We have been gifted with this blessed life. The program of
society is mainly depend on many people who are working
behind the scenes ,overtime round the clock planning things
to the smallest. This technical magazine will be a medium to
provide proper acknowledgement and respect to all of these
effort and its results. This is only small step towards a long
journey. This fourth issue of technical magazine should
inspire all of us for a new beginning enlighten with hope ,
confidence and faith in each other In the road ahead for
innovation work. It is expected that wide support for this
mission will be provided through the reader’s valuable
suggestions and comments....... Happy reading.

HOD’S MESSAGE:

| feel delight to introduced fifth issue of Technical Magazine
prepared by department of Electrical Engineering. We at
SITCOE promise of increasing the knowledge, enhancing
the critical thinking, ability to change information into
knowledge & power of analyzing the things technically of
each & every individual of ever changing society through
students.

Hon. Shri Anil Bagane
Executive Director

Dr. Sanjay A Khot
Principal

Dr.K Hussain
Head of the Department



Faculty Editors Message:

Mr. Chandrashekhar S Patil

Electrical Engineering Department

Greetings from the Editorial members’ board of the Technical Magazine
“TARANG”.Although that has been enduring in mind, it becomes real. It is
truly an interesting and exciting experience. It is the snap shot of the various
technologies and technological changes associated with Electrical Engineering.
It among all of us. We would like to place. On record our gratitude and heartfelt
thanks to all those who have contributed to make this effort in a successful one.

We profusely thank our Honorable Executive Director Shri Anil Bagane,
Principal Dr. S A Khot and Head of Electrical Engineering Department
Dr. K Hussain for giving support and encouragement and a free hand in this
endeavour. This Technical Magazine will be a medium to provide proper

acknowledgement and respect to all of those efforts and its results.



Student Editors Message:

Mr.Amarjeet Badave

Second Year
Electrical Engineering

It’s truly an interesting and exciting experience. This technical magazine
was one such cherished work that had its roots in the persuasion. It would be a
snap shot of the various activities and advancements in the field of Electrical
Engineering Department.

This Technical Magazine will serve to reinforce and allow increased
awareness about research activities. Interaction and Team Work among all of
us, usually we fail to appreciate the good deeds of many people and activities
that happen around us as we are engaged in irrelevant talks and assumptions. It
could all change if we just pause to think of what is our contribution to the
society.
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Simulating Non-linear Transformers in LTspice
Miss Nalini N Mane (SY Electrical)
Transformers

An ideal transformer consists of at least two windings that are mutually
coupled. To set a transformer in LTpsice, place two inductances L1, L2 and
then, define the Mutual Coupling (K) through a Spice directive.

The phase dots will automatically show up once you define the directive. An
ideal transformer has mutual coupling equal to one, while real ones present
lower values, as it is later explained.
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Figure 1. The ideal transformer in LTspice

on-linear Transformers

Once we know how to model ideal transformers, we can start including
complex parameters in the simulation model, so we go towards a real behavior.



Hysteresis

Magnetic materials tend to stay magnetized after having experienced a field
force, even after this has been removed. The relationship between the flux
density (B) and the field intensity (H) is shown in the hysteresis loop. The most
relevant points of a hysteresis loop are saturation (in both directions),
retentivity, coercivity. The size and shape of the hysteresis loops are directly
dependent upon the type of magnetic material.
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Figure 2. Hysteresis loop of an inductor. Images used courtesy of the NDT
Resource Center and LTWiki

The two hysteresis loop branches can be modeled with two equations. One for
the upper branch and for the lower one:

B+MHz=BsH+HcH+Hc|+Hc@BsBr 1),B -

H=BsH-HcH-H¢c|+H¢c(Bs B r 1) B+(H)=BsH+
Hc|H+Hc[+Hc(BsBr—1),B—(H)=BsH—Hc|H—Hc[+Hc(BsBr—1)

The Chan model shows that it is possible to model hysteresis using three
magnetic parameters.

« Coercive force (amps-turns/m), Hc.
« Remnant flux density (T), Br.
« Saturation flux density (T), Bs.



Besides, we need to consider the physical aspects of the transformer:

« Magnetic Length (Lm), in meters

« Length of the gap (Lg), in meters

« Cross-sectional area (A), in square meters
« Number of turns (N)

The main drawback of using this model for simulations is the difficulty to get
the value of these parameters. Some manufacturers of magnetic cores directly
provide them, otherwise, you would need to infer them. It is also possible

to measure the B-H curves using an oscilloscope or other specific
instrumentation.

Parasitic Components

Real transformers have parasitic elements that limit their use in real life.
Parasitics determine aspects such as the physical shape or windings orientation.
Besides, parasitic elements will limit the frequency operation of transformers.
We can model parasitic elements with the following circuit:

Figure 3. Parasitic elements of a transformer



« Leakage inductance L3, L4. The imperfect coupling between the primary
L1 and the secondary L2 is translated into a self-inductance in series in
both primary and secondary windings.

Leakage inductances can be explicit with the coupling coefficient K, which
determines how well are both inductances coupled:

K=~ LIL2(LL + L3)(L2 + L4) K=L1L2(L1+L3)(L2+L4)

« Winding capacitances C1, C2. These come from the coupling between
the windings and the magnetic core as well as from the winding of
consecutive turns.

« Coupling capacitances C3, C4. In this case, they appear because of the
physical proximity between the primary and the secondary winding(s).

« Wire resistance R1, R2. Wirings, usually made by copper, have a non-
infinite resistivity, provoking ohmic losses.

When designing a transformer, it is usual that the modification of one of the
parasitic elements has an impact on another one. Hence, when simulating the
effect of parasitic elements, it is very interesting to study their impact on the
whole circuit making them variable. It can be done by setting them as
parameters and using the directive STEP.

Simulating Non-linear Transformers

Even LTspice does not allow to simulate arbitrary coupled inductors, there are
some workarounds to get non-linear transformers simulated. The easiest way is
to model a perfect transformer using controlled sources and then, add in parallel
the non-ideal inductor. The following circuit can be packed in a subcircuit
(subckt) and used in any other simulation where a transformer is needed.
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Figure 4. Non-linear transformer circuit in LTspice

Simulating Ideal vs Non-ideal Transformers

A simple circuit containing an ideal transformer can be as follows:

R10 KL1L31
/\/\/ prim sec
12 50 L1 B3
200p /=
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SINE(O 2 2) 200p 50

é dran051m0.1m

Figure 5. Simulating a circuit with an ideal transformer in LTspice

The coupling between the primary and the secondary windings is perfect, and
both windings are purely inductive. They have the same inductance value, so

the current induced in the secondary winding should have the same value that
circulates through the primary winding. Comparing the voltage induced in the



secondary winding with the primary one, we can see that there is no distortion
and that the amplitude is exactly the same.

Vi{sec,ref)

Figure 6. Primary and secondary waveforms in a circuit with an ideal
transformer

Furthermore, we can check that this behavior keeps the same even if we
continue increasing the input current because the ideal inductor never arrives at
saturation.

Repeating the process with a non-linear transformer, we see that the waveforms
get distorted when we keep increasing the current. The behaviors are very
different, so taking some time to simulate non-ideal conditions really worth the
effort.
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Figure 7. Simulating a circuit with a non-ideal transformer
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Figure 8. Primary and secondary waveforms in a circuit with a non-ideal
transformer

Tips and Tricks

« Inthe non-ideal transformer circuit, the Chan model can be replaced by
any other model for inductors. Since obtaining the Chan parameters can be
sometimes difficult, for some applications, the flux model can be good
enough.

« When simulating a non-ideal transformer with the Chan model, we do not
know its inductance. You can measure it by placing a current source with a
known slope at the transformer input and then measuring the

voltage (V =-— Ldldt) (V=—Ldldt).

« LTspice comes with a variety of examples which are a good start point for
any analysis. You can find them in the folder: examples\educational in the
LTspice installation’s folder.



Enabling Industrial Network Design with Time-Sensitive Networking
Mr Yash Vijay Kadam(TY Electrical)

Devices in a factory might have very different needs and potentially conflicting
goals when communicating over a network. Operational technology (OT)
traffic, such as machine control data and sensor value readings, typically
requires fixed time delays, low latency, and predictable jitter. Information
technology (IT) traffic, on the other hand, is data such as e-mail traffic.

In the IT domain, communication is typically best-effort, and accurate response
times are not of utmost importance. Instead, the overall throughput is what
typically matters. For OT, missing data at a certain time can lead to failures, and
therefore the packets must reach their destination within certain real-time
constraints.

Today, there are numerous different industrial protocols used to tackle this
problem. However, time-sensitive networking (TSN) was built upon standard
Ethernet, and it aims to create a unified standard for real-time communication
over Ethernet. It achieves this by merging OT and IT traffic on a single
networking cable and adding determinism to Ethernet. The goal is to reduce
network delays and lower the latency between endpoints to ensure that certain
packets reach their destination on time.

This article discusses TSN, the three essential TSN standards, and their typical
use-cases. It also examines three NXP devices (the Layerscape LS1028A, the
I.MX RT1170 crossover MCU, and the new i.MX 8M Plus) that allow
embedded engineers to design modern connected real-time systems for
industrial applications.

What Is TSN?

TSN is not a single standard but rather a family of standards defined by the
IEEE. The TSN standards form the foundation of the TSN architecture:
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Figure 1. The TSN architecture comprises three layers. The IEEE standards
form the foundation. TSN profiles sit on top of the foundation, and protocols
make use of the profiles

TSN profiles sit on top of the TSN standards, forming the next layer of the
architecture. These profiles concretely specify how to parameterize certain TSN
features defined in the standards. For example, such a profile can contain
parameters that describe how much accuracy in clock ticks is required in an
application.

A relatively mature TSN profile is IEC60802, which defines the parameters for
industrial applications. However, many other TSN profiles, such as automotive
and medical applications, are currently in development. Therefore, the second
level of the architecture configures and specifies the features defined in the TSN
standards with a specific industry or application in mind. Finally, the top layer
contains the protocols themselves.



Essential TSN Standards

The 802.1AS standard for timing and synchronization forms the base of TSN.
IEEE 802.1AS builds upon the precision time protocol (PTP), allowing multiple
devices in a network to synchronize their internal clocks, thus enabling more
advanced features such as time-aware scheduling.

The 802.1Qbv standard allows TSN-enabled devices to combine OT and IT
traffic and transmit both on a single Ethernet cable. In addition, this sub-
standard includes a time-aware shaper, making it possible to create a schedule
that states when certain packets can go out on a wire. The devices within the
network agree to stick to that schedule, and they reserve time slots for specific
packages. These measures lead to minimal and predictable jitter and latency
when sending prioritized messages between two end-nodes:

Schedule (Repeats infinitely)

Read Sensors . ' Move Actuators ' i
(OT Traffic) Best-Efiort Traffic (IT traffic) (OT Traffic) Best-Effort Traffic (IT traffic)

time:

Y

Note that 802.1AS ensures that all devices on the network share a synchronized
time base. Therefore, they all know when to send what type of traffic over the
network cables.

802.1CB is another significant standard of TSN. This sub-standard allows
system designers to create redundant communication streams over a network to
increase the fault tolerance. With this feature enabled, 802.1CB capable
networking switches will automatically duplicate specified packages when
needed. Furthermore, when a TSN capable switch receives a unique message for
the first time, it automatically discards all redundant copies later. Outsourcing
these tasks to TSN-capable hardware removes the requirement for complicated
software and lightens the load on the main CPU.

Finally 802.Qbu for frame preemption is one of the most important standards
for industrial automation. By nature, industrial networks take very special care
to a certain real-time approach that requires respect for very strict cycle times.
Preemption helps keeping such timing by enabling to split a frame on multiple
fragments that will be sent successively, unless an express frame shows up.



All standard frames can be interrupted and fragmented in multiple messages as
long as the transmission of each of the messages can finish within a
configurable period of time called guardband (802.Qbr). Such systems, used in
conjunction with the preemption, prevent that too long or acyclic messages will
extend the cycle time.

The Fundamentals of Time-Sensitive Networking provides more detailed insight
into TSN and some of the standards discussed here.

Enabling Time-Sensitive Networking with NXP Devices

The Layerscape LS1028A, the i.iMX RT1170, and the i.MX 8M Plus support
TSN features to varying degrees. The following table summarizes the TSN
standards and which NXP devices implement them:

; ;;”:é’;’d’mk 1.MX RT1170,
Standard Description i MX 8QuadPlus, SJIAL1105T/Q/S 1.MX 8M Pius 1510284
1.MX 8X Family
!
Functionality: | Ethernet Controller Switch Ethernet Controller Etheu:esx;?::o o

802.1Qav Forwarding and Queuing Enhancements (AVB) including Credat Based Shaping Yes Yes Yes Yes
802.1Qbv Time-aware shaping (per-queue based) - Yes Yes Yes
s021Qbu, . " >
802.38R rame pre-emption es 3
802.1Qch Cyclic queuing and forwarding - - - Yes
802.1Qci Per-stream filtering and policing - Yes(2) - Yes
802.1CB Redundancy (Frame Replication and Elimination) - - - Yes (2,3)
§02.1Qat Stream Reservation Protocol (SRP) Yes Yes Yes Yes
802.1Qcc SRP Enhancements and Performance Improvements for TSN Yes Yes (1) Yes Yes
802-1AS Timing and synchronization in bridged LAN (gPTP) Yes (2) Yes(2) Yes Yes
BO2.1AS- Timing and synchronization enhancements (redundant GM clocks, GM Yes (2) Yes (2) Yes Yes
2020 fallover)

(1) Hardware supports it, but there is not yet any software available or planned 10 turn on the feature
(2) Pre-standard hacdware may not fully meel the lales! standard
(3) Switch only

TSN-ready hardware is the first step in creating a reliable TSN-enabled Ethernet
network. NXP offers extensive software support for their products and a library
of SDKs and software examples demonstrating various features.

The Layerscape LS1028A typically runs a real-time OS, such as Open Industrial
Linux (OpenlL), or a different high-level operating system. The i.MX 8M Plus
will also receive support for OpenlL shortly. NXP also provides open-source
support for TSN as well as tools to configure it. For OpenlL, NXP offers open-



source driver support for PTP. These drivers allow users to control the PTP
hardware clock and time stamping. In addition to NXP’s software offerings,
engineers can also choose from a range of readily available commercial
software stacks.

Today’s TSN-enabled Devices

The NXP product portfolio offers a few devices that provide hardware support
for time-sensitive networking in industrial settings. Some examples are the
Layerscape LS1028A, the i.MX RT1170 crossover MCU, and the i.MX 8M
Plus. These devices enable embedded system engineers to design the industrial
equipment of the future by combining high processing power with an extensive
set of peripherals, security features, and co-processors capable of tackling
demanding tasks.

The LS1028A is a well-established applications processor based around two
Cortex A72 processing cores. It's primarily intended for the automotive and
industrial markets, and it comes with an integrated networking switch that
supports various TSN features over four Ethernet ports. The LS1028A also
offers a rich set of peripherals (such as a CAN-FD interface), various on-chip
co-processors, a dedicated GPU and LCD Controller, and numerous security
features. Target applications include networking equipment, industrial HID, and
robotics.



Security Core Complex Memory Controller

Security Engine
Arm TrustZone® Arme Arm®
Secure Boot Cortex—-A72 Cortex-A72
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Figure 2. The LS1028A block diagram. Image Source: NXP product website

The i.MX RT1170 family of MCUs utilizes two processing cores. An ARM®
Cortex®- M7 core running at up to 1 GHz and a second dedicated Cortex®-M4
processor clocked with up to 400 MHz make these devices among the fastest
microcontrollers available on the market today. Its performance and rich
portfolio of peripherals and features make the i.MX RT1170 family of MCUs
an ideal choice for a wide range of applications. The devices support up to two
megabytes of SRAM and up to three Ethernet interfaces.

The .MX RT1170 crossover MCU also offers a set of modern security and
cryptographic functionality. For HMI applications, the devices include a
dedicated 2D GPU and 2D accelerator and display interfaces. The i.MX
RT1170 is optimized for low-power and low-leakage applications, allowing for
efficient, fast, small, and cost-effective designs.
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Figure 3. The i.MX RT1170 block diagram. Image Source: NXP product
website

The 1.MX 8M family contains various application processors that target specific
markets to fulfill the needs of a particular application. The i.MX 8M Plus is the
latest model in the family and includes dedicated hardware for machine vision
applications, an NPU unit with 2.3 TOPS for faster Al inferencing, improved
LVDS, CAN real-time networking with TSN support, and a 2D/3D graphics
accelerator.

Furthermore, the i.MX 8M Plus is currently the only device of the i.MX 8M
family that offers multiple CAN-FD interfaces. It also comes with reliability
features such as inline ECC for high-reliability industrial applications.



Security
Arm® TrustZone®
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Figure 4. The i.MX 8M Plus block diagram. Image Source: NXP product
website

The Layerscape LS1028A, the i.MX RT1170, and the i.MX 8M Plus are part of
the 15-year NXP longevity program, which guarantees that the components will
be available for sale for at least 15 years from product launch, which is
especially useful for designers that need to go through long enablement or
certification phases.

TSN Base Solution Example

In this example, each component communicates with the other by leveraging the
various TSN standards described above in order to keep a high level of
synchronization and a guaranteed latency independently of the traffic running
on the network.

The i.MX 8M Plus is used for image recognition and takes advantage of its ISP
and embedded Neural Processing Unit (NPU) for an optimized operation and
supports the real-time operations of the manufacturing line.

The .MX RT1170 is used to guide the robot arm to pick the products off a
virtual conveyor belt according to the analysis driven by the i.MX8M Plus.



In between, the Layerscape LS1028 runs a TSN network and relays the frames
between the 2 other devices as well as to other potential nodes. TSN is used to
ensure data is reliably delivered from the i.MX 8M Plus to the i.MX RT1170.

In this example, a laptop is also connected in order to simulate best-effort traffic
that would exist in any field implementation



Understanding the Safety Standards for Smart Appliances
Mr Amarjeet Badave(SY Electrical)

he use of smart devices and 10T (Internet of Things) are growing throughout the
house as well, extending from smart doorbells for the front door to even more
advanced smart thermostats that can optimize energy usage and smart
refrigerators that can alert you when certain items are running low.

Smart household appliances must comply with a different set of standards than
other smart devices, and compliance with those standards must start during the
design phase. In particular, compliance with the right power-related standards is
critical for success in the growing smart household appliance market.

Identifying and following the appropriate standard as early as possible in the
design phase can simplify decision-making and shorten time-to-market.

Smart Household Appliances

Household appliances are not as simple as they were in the past, and they are
rapidly taking advantage of 10T (Internet of Things) capabilities and intelligent
systems. Appliances can have graphical displays and wireless connectivity that
makes them very similar to ITE (Information Technology Equipment)
applications, but they do differ from smart devices classified as ITE, ICT
(Information and Communications Technology), and AV (Audio Video).

The primary differences lie in how they are used, who the users are, where they
are used, and how users can interact with them. For example, smart televisions
classified as smart appliances, found in the living rooms and bedrooms of
people worldwide, have made it much easier to take advantage of live and
streaming entertainment. However, unlike televisions of the past, smart
televisions depend heavily on data connections.

On the other hand, smart refrigerators are found in the kitchen where they can
make decisions based on artificial intelligence and communicate with other
devices and apps to accomplish tasks that include sending alerts to users that
certain products are running low or making orders on behalf of users.

Smart household appliances can be programmed by the user and provide
automation at some level (e.g., turn the coffee maker on at 6 a.m. or set the
thermostat to a higher temperature when everyone is gone from the house), but
also make decisions on their own via artificial intelligence (e.qg., adjust the
thermostat settings to minimize energy consumption). This type of usage may
involve more interconnectivity than traditional smart devices and involves



multiple interfaces (i.e., interacting with users, interacting with other devices,
communicating with applications). And the key to determining the correct
approach to design and powering such devices lies in the IEC 60335-1 standard.

Safety Standards for Household Appliances

The safety standard for home appliances (including smart home appliances)

Is IEC 60335-1, which is similar in some ways to IEC 60950 and IEC 62368-1.
However, to account for smart household appliances, the IEC 60335-1 standard
recognizes that modern household appliances may be internet-connected and are
likely to have electronic, as opposed to manual, controls.

Newer standards, including IEC 62368-1, focus on Hazard-Based Safety
Engineering (HBSE). This means that potentially hazardous energy sources and
the mechanisms that could allow energy transfers from occurring are identified,
and measures are taken to prevent them. And not only are safeguards put into
place but their effectiveness must be evaluated.

Harmonization of Standards

Harmonizing standards for household appliances, including smart models, is
quite challenging. IEC 60335-1 has, in North America, been used as the basis
for a tri-national standard between Mexico (NMX-J-531/1-ANCE), the United
States (UL 60335-1), and Canada (CAN/CSA-C22.2 No. 60335-1). Note,
however, that the United States does not recognize all of the 100+ part 2
standards of UL 60335 related to specific products. Unlike the United States,
the European standard EN 60335-1 does recognize most of the part 2 standards.

Comparing IEC Power Standards: IEC 60950, IEC 62368, and IEC 60335

There are some differences between IEC 60950, IEC 60335, and IEC 62368 in
the context of power supplies, and it is often true that the best way to become
familiar with a new standard is to compare it to an existing standard. In most
cases, IEC 60335 is more stringent than IEC 63268 and its ubiquitous
predecessor, IEC 60950. The following compares IEC 60335 with the well-
known benchmark 60950 standard for information technology equipment, all in
the context of power supplies and external adapters.



Current Leakage Requirements

Consider current leakage: The IEC 60335 standard limits leakage current to
0.75 mA for portable appliances and 3.5 mA for stationary appliances.

IEC 60950, however, has three different categories (hand-held, movable, and
stationary), and the leakage current for all three of these (including portable) is
the same as what IEC 60335 requires for stationary appliances: 3.5 mA.

Creepage Requirements

Creepage requirements for working voltages between 250 VAC and 300 VAC
with reinforced insulation are as follows: IEC 60950 requires 6.4 mm while IEC
60335 requires 8.0 mm. Keeping in mind that creepage, as shown in Figure 2,
refers to the shortest path along the insulation surface between two conductive
parts, IEC 60335 is more stringent.

CLEARANCE

Conductors Jnsu!atr'ng Surface

!nsu.‘ateﬁ Barrier Air Gop

CREEPAGE

Conductors Insulating Surface

Insulated Barrier Air Gap

Figure 2. (Top) Example of clearance distance. (Bottom) Example of creepage
distance.



However, for clearance (which is the distance between two conductive parts
through air) under the same working conditions, IEC 60950 requires 4.0 mm,
and IEC 60335 requires only 3.5 mm.

Isolation Voltage Requirements

Another example of differences lies in the isolation voltage, which refers to the
maximum voltage applied for a short period between a power supply's input and
output or chassis.

IEC 60950 defines a fixed value for input-to-output isolation of 3 kV, and a

maximum output-to-ground working voltage of 500 V. IEC 60335, on the other
hand, only defines an input-to-output isolation voltage requirement of 2.4 kV +
(Working Voltage x 2.4) with no maximum output-to-ground working voltage.

Meeting IEC 60335-1 Standards with CUI Power Supplies

Finding the right power supply that meets the correct set of standards is vital to
success in the growing (and highly competitive) smart appliance market.
However, navigating through the IEC 60335-1 standard to make sure the power
supply or adapter is fully compliant can be challenging.

CUTI’s power supplies are designed to meet the stringent standards of IEC
60335-1. The first is the PBO-3C/5C/ Series (3-10W), shown in Figure 3,
which are open frame board mount AC-DC power supplies in an ultra-compact
SIP package. Not only are they suitable for applications with limited space, but
they are also economical solutions for applications with low power demands.


https://www.cui.com/product/internal-ac-dc-power-supplies/board-mount/pbo-3c-series
https://www.cui.com/product/internal-ac-dc-power-supplies/board-mount/pbo-5c-series
https://www.cui.com/product/internal-ac-dc-power-supplies/board-mount/pbo-10c-series

Figure 3. (Left) PBO-3C, (Middle) PBO-5C, (Right) PBO-10C.

The next product line is the PSK-3D/5D/10D/15D/20D/25D Series (3-25W) of
encapsulated board mount AC-DC power supplies with a compact design, an
input voltage range between 85 and 305 VAC, and a wide operating temperature
range.

Finally, the VOF-100C/120C/180C/200C/225C/350C Series (100-350W) of
power supplies are also open mount AC-DC power supplies. They are designed
to reduce the standby power consumption and overall power consumption and
are certified to IEC 62368, 60335, and 61558.

CUI’s website provides a variety of tools and resources needed to find IEC
60335-1-qualified power supplies. It also offers materials such as application
notes, videos, and more.

Industry Articles are a form of content that allows industry partners to share
useful news, messages, and technology with All About Circuits readers in a way
editorial content is not well suited to. All Industry Articles are subject to strict
editorial guidelines with the intention of offering readers useful news, technical
expertise, or stories. The viewpoints and opinions expressed in Industry Articles
are those of the partner and not necessarily those of All About Circuits or its
writers.



Harsh Environment Connector Plating: Meeting the Challenges of RoHS
and REACH Compliance

Miss Riya Patil(TY Electrical)

Connector manufacturers and end-users are rapidly moving away from
cadmium plating because it is no longer RoHS and REACH compliant. The
health and environmental issues cadmium plating presents have led to revised
standards and increasing demand for connector plating alternatives. These new
solutions must offer performance in harsh environments that is comparable to
cadmium, but without its environmental side effects.

The Importance of Surface Plating

Aluminum is the market standard for metal connectors but cannot, by itself,
provide the corrosion resistance and durability needed for use in harsh
environments. Plating adds a coating to the aluminum connector to enhance
properties such as conductivity, EMI shielding, wear, and corrosion resistance.
This, in turn, makes a significant difference in a connector’s ability to perform
in harsh environments. The choice of connector surface plating material has a
major impact on this performance.

New Approach to Harsh Environment Connector Plating Is Necessary

Over the years, cadmium-based connector plating has been a popular choice in
military, transportation, and aerospace applications for several reasons. These
include its galvanic compatibility with aluminum, corrosion resistance even in
environments where significant salt is present, EMI shielding, excellent
conductivity, and its ability to be dyed in matte colors.

However, cadmium is problematic because it poses some undesirable
environmental side effects and consequences related to long term use. This is
especially serious in applications that require wash downs as part of their use
and maintenance. For reasons such as this, the use of cadmium is being heavily
regulated.

This demand for cadmium-free connector plating has come about as
environmental legislation both at the national and international level has begun
to require non-toxic connector plating alternatives. Because of this, new RoHS-
and REACH-compliant plating materials are needed that can handle the harsh
environments in which other materials, such as cadmium, excelled.

In addition, there are some end-users seeking to eliminate the use of cadmium
and other toxic plating materials. For example, the German Army has mandated
that any cadmium plated connectors must be replaced going forward and the
replacements must be fully compliant with a new standard called J Plating.



Furthermore, there are also issues with another commonly used

material associated with plating: Chromium VI (Hexavalent Chromium). In
addition to platings that are cadmium-free, there is also a growing demand
among end-users for plating solutions that are Chrome VI free in both product
and process.

Keys to a Widely Useful Non-Toxic Plating Alternative

There are several important factors involved with finding a successful non-toxic
plating alternative, such as safety, sustainability, ROHS/REACH compliance,
and, most importantly, harsh environment performance. The search for such

a plating alternative is simplified by the fact that RoHS and REACH compliant
plating materials are typically proven to be safe for use and sustainable.

The major challenge for plating materials lies in the performance of a potential
solution in a harsh environment, which can be quantified using tests such as
static and/or dynamic salt spray resistance, salt fog testing, water immersion,
and temperature cycling. Some operating environments may also require EMI
shielding which is measured using attenuation tests. And for a cadmium plating
alternative to be viable, it must also be highly conductive (which is often
measured in terms of shell-to-shell conductivity). Furthermore, military
applications often require that a connector plating solution is available in a very
specific color and finish (e.g., olive drab or matte grey).

Non-Toxic, Harsh Environment Plating Solutions

There are several harsh environment plating solutions on the market that are
compliant with both RoHS and REACH standards, as well as others. All of
these options also offer excellent shell-to-shell conductivity and varying levels
of shielding and corrosion resistance. Several of these plating solutions will be
introduced below.

Tin Zinc J Plating

Tin Zinc J meets or exceeds the VG (German military) performance of
cadmium and is fully approved and listed to VG95328, VG95234, and
V(G96929. It has been rated to 500 hours static / 5 days cyclic salt spray, making
it extremely corrosion-resistant. It is also the official VG-approved 1-1
replacement for cadmium olive drab connectors. While originally developed for
the military, Tin Zinc J can be used in all extreme environments where
cadmium like performance is required. In fact, of the cadmium replacement
options discussed, it is considered the best.



Epoxyurethanic Varnish Plating

Epoxyurethanic varnish plating works well for outdoor applications that require
very high corrosion resistance. Often recommended for use in the railway
industry, it offers good corrosion resistance (500 hours of static salt spray) but
does not work well when signal integrity is a major concern.

Zinc Nickel Plating

Zinc Nickel (ZiNi) plating is considered a high-performance industrial
alternative to cadmium-based plating. It provides excellent EMI shielding and is
rated for 500 hours of static salt spray. ZiNi plating is suitable for a variety of
applications including those found in industrial, construction, and transportation
settings.

Zinc Cobalt Plating

Zinc Cobalt (ZiCo) plating works well as a solution for outdoor harsh
environments and is used in industries such as industrial, construction, and
transportation. It is EMI shielded for signal integrity and offers good corrosion
resistance (rated for 200 hours of static salt spray).

Conclusion

As the regulation of cadmium grows and critical standards are forbidding its use
as a connector plating, it is important to stay abreast of non-cadmium harsh
environment plating alternatives such as Tin Zinc J, Epoxyurethanic Varnish,
Zinc Cobalt, and Zinc Nickel.

ITT Cannon and Veam offer a leading and new plating system in the form of
Tin Zinc J plating that provides 5 days/500 hours salt spray and shielding
performance. Originally designed for use in ultra-harsh environments in the
military, it is also ideal for other applications that need a non-cadmium, very
high-performance plating solution. Tin Zinc J plating from ITT Cannon is a
fully VG-approved cadmium replacement that is highly conductive (< 5
mOhm), corrosion-resistant, and available in non-reflective matte grey.
Furthermore, it is chrome VI-free in product and process and is backward
compatible to ITT cadmium and other platings.

Current sensors are widely used in a variety of applications. A common
technique is resistive current sensing where the voltage drop across a shunt
resistor is measured to determine the unknown current. Shunt resistor-based
solutions do not provide galvanic isolation and are not power-efficient,
especially when measuring large currents.



Another widely used technique is based on the Hall effect. A Hall effect current
sensor provides a higher level of safety due to its galvanic isolation between the
sensor and the current to be measured. It also avoids the sizable power
dissipation of the shunt resistor employed in resistive current sensing methods.

In this article, we’ll take a look at the basics of Hall effect current sensors.

Open-Loop Current Sensing

The structure of a Hall effect-based open-loop current sensor is shown in Figure
1.

Conductor Magnetic Core Hall Element Amplifier

Figure 1. Image courtesy of Dew soft

The current to be measured flows through a conductor that is inside a magnetic
core. In this way, the current creates a magnetic field inside the core. This field
Is measured by a Hall effect sensor placed in the core air gap.

The output of the Hall sensor is a voltage proportional to the core magnetic field
which is also proportional to the input current. The signal produced by the Hall
device is usually processed by a signal conditioning circuitry. The signal
conditioning circuitry can be a simple amplification stage or a more complicated
circuit designed to eliminate the Hall device drift error, etc.



Why Do We Need a Magnetic Core?

Assume that there is no magnetic core. The magnetic field at a distance of r
from an infinitely long, straight conductor that carries an electric current of I is
given by:

B=pO0I2 air ,p0 =4 nax 10 — 7H m B=p012xnr , p0=4nx10—7Hm

where o is the permeability of free space. For 1I=1 A, r=1 cm, we obtain:

B=2x10 -5 Tes |l a=02 G auss=2x10-5 Tesla=0.2 Gauss

To have a feeling about how small this magnetic field is, note that the earth’s
magnetic field is about 0.5 Gauss. Hence, it is very challenging to measure a 1-
A current by sensing the magnetic field it produces in free space. To combat
this problem, we can use a magnetic core to confine and guide the magnetic
field produced by the current. The core offers a path of high permeability for the
magnetic field and acts as a field concentrator. The magnetic field inside the
core can be hundreds or thousands of times larger than that a given current can
produce in free space.

The Air Gap

As shown in Figure 1, the magnetic core is designed with an air gap in which
the Hall sensor is placed. The air gap can lead to fringing flux phenomenon
where some flux lines deviate from their straight path and hence, do not go
through the sensor as expected. This fringing effect is shown in Figure 2.
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Figure 2. Image courtesy of R. Jez

Because of the fringing effect, the magnetic flux density sensed by the Hall
device can be smaller than the magnetic flux density inside the core. In other
words, the air gap can reduce the efficacy of the core at converting the primary
current into a strong magnetic field. However, if the gap length is small
compared to the gap cross-sectional area, the effect of the fringing effect can be
relatively small.

We need the air gap to be able to measure the magnetic field inside the core.
Besides, the air gap allows us to modify the overall reluctance of the core. Note
that a high current can create a large magnetic field inside the core and saturate
it. This can limit the maximum current that can be measured. Adjusting the air
gap length, we can change the core saturation level. Figure 3 shows how the
sensed magnetic flux density changes with the air gap length for a given core.
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Figure 3. Image courtesy of Allegro

With smaller air gaps, we can achieve a larger magnetic gain (gauss-per-ampere
gain). However, a smaller air gap can make the core saturate at a relatively
smaller current. Hence, the gap length directly affects the maximum current that
can be measured. In addition to the gap length, there are other factors, such as
the core material, core dimensions, and core geometry that determine the
efficiency of a magnetic core. For more information about cores suitable for
high-current applications (>200 A), please refer to this application note from
Allegro.

Limitations of Open-Loop Current Sensing

With an open-loop configuration, non-ideal effects, such as linearity and gain
errors, can affect the measurement accuracy. For example, if the sensitivity of
the sensor changes with temperature, a temperature-dependent error will appear
at the output. Besides, with open-loop current sensing, the core is subject to

1000



saturation. Moreover, the offset of the Hall sensor as well as the core coercivity
can contribute to errors.

Closed-Loop Current Sensing

The closed-loop Hall effect current sensing technique is illustrated in Figure 4.
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Figure 4. Image courtesy of Cheemi-Tech

As the name suggests, this technique is based on negative feedback concepts. In
this case, there is a secondary winding that is driven by the output of the
feedback path. The feedback path senses the magnetic field inside the core and
adjusts the current through the secondary winding so that the total magnetic
field of the core becomes equal to zero. Let’s see how this circuit works.

The current to be measured flows through the primary conductor and creates a
magnetic field inside the core. This field is measured by a Hall effect sensor
placed in the core air gap. The output of the Hall sensor, which is a voltage
proportional to the core magnetic field, is amplified and converted to a current
signal that goes through the secondary winding. The system is designed in a



way that the current going through the secondary winding produces a magnetic
field that opposes the magnetic field of the primary current. With the total
magnetic field being equal to zero, we should have:

N pl p=Ns I sNplp=Nsls

where Ny and Ns are respectively the number of turns of the primary and
secondary windings; and I, and s are the primary and secondary currents. In

Figure 4, we have Np=1and V ou t = R mx | sVout=RmxIs. Hence, we
obtain:

V out=R mx IN sx | pVout=RmxINsxIp

This gives us a voltage that is proportional to the primary current. Note that the
factor of proportionality, R mx 1N s Rmx1Ns, is a function of the number of

turns and the shunt resistor value. The number of turns is a constant value and
resistors are also very linear.

Open-Loop Versus Closed-Loop Current Sensing

The negative feedback employed in closed-loop architecture allows us to reduce
the non-ideal effects such as linearity and gain errors. That’s why, unlike an
open-loop configuration, a closed-loop architecture is not affected by drift in the
sensor sensitivity. Hence, a closed-loop configuration offers a higher accuracy.
A closed-loop current sensor is more robust to core saturation because the
magnetic flux density inside the core is very small.

With closed-loop sensing, the secondary coil is actively driven by a high-power
amplifier. The additional components employed in a closed-loop architecture
lead to a larger PCB area, a higher power consumption as well as a higher
price.

Stability issue is another drawback of a closed-loop current sensor. With a
closed-loop configuration, we need to derive the system transfer function and
make sure that the system is stable. An unstable system can exhibit overshoot or
ringing in response to a quick change in the input current. To make a closed-
loop system stable, we usually need to limit its bandwidth. However, reducing



the system bandwidth can increase its response time and make the system
unable to respond to quick changes in the input. An open-loop configuration is
usually expected to exhibit a faster response time.

Note that the offset of the Hall sensor can contribute to errors both in closed-
loop and open-loop configurations. The offset of a quality indium antimonide
(InSb) Hall element is typically £7 mV.

Modern Integrated Solutions

It’s worthwhile to mention that modern Hall effect-based current sensors
employ innovative techniques to address some of the above limitations. For
example, the from TI is a signal conditioning I1C designed for closed-
loop current sensing applications that uses current spinning technique to
eliminate the Hall element offset and drift errors. This technique is illustrated in
Figure 5.
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Figure 5. Current spinning technique used in the DRV411. Image courtesy
of Texas Instruments

Another example is the ACS720 [PDF download link] from Allegro that is
designed for open-loop current sensing applications. The ACS720 uses on-chip
temperature compensation algorithms to optimize the accuracy over
temperature.


https://www.ti.com/lit/ds/symlink/drv411.pdf
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Physically Unclonable Functions: Classification, Evaluation, and Tradeoffs
in PUFs

Miss Anuja Shrenik Bhokare(TY Electrical)

What Makes a “Good” PUF?

The first thing we need to consider when classifying and using PUFs is: what
are the metrics that actually define a PUFs performance?

Generally, a PUF’s performance is measured by its level of robustness (stability
over time), uniqueness (no two PUFs are the same), ease of evaluation (to be
feasibly implemented), difficulty to replicate (so the PUF cannot be copied),
and difficulty to predict/randomness (so the responses cannot be guessed).

Proper Ideal Value

Mean value Bias, randomness u or P(b) \/n

0.5, 0=—
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Error rate or fraction of noisy BEiE1eiiay HDpoise (or HDjptrg if u=20
bits m = 0)
Autocorrelation between Randomness By —0 o= 1
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challenges
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Statistical test value Randomness v ot P-value u=1—-a

Figure 1. Different PUF characteristics can be mathematically quantified by a
series of statistical tests. Image from Heinski et al

An Example: Measuring Uniqueness and Randomness

While some metrics are easier to evaluate than others, each of these metrics has
a series of statistical tests that can be performed to gauge performance. An
example test for uniqueness and repeatability is evaluating the Hamming
distance. If we compare two binary sequences of equal length, the Hamming
distance is simply the the number of bit positions in which the two bits are
different. For a single PUF device, the Hamming distance for repeated outputs



should be low - the output code is the same every time. However, when
comparing the binary output from two different PUF devices, we would like the
Hamming distance to be high.
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Figure 2. A PUF’s unique response is expected to be repeatable on the same IC
but different from other ICs. The above image shows a real world PUF which
behaves close to, but not perfectly, like an ideal PUF. Image from Tanamoto et
al

To empirically measure this, an engineer would provide two different PUFs
with the same challenge multiple times and record the response each time. To
calculate the inter-chip variation, the engineer would calculate the Hamming
distance from all of the responses from a single PUF. To calculate the intra-chip
variation, the engineer would calculate the Hamming distance between the
responses from the different PUFs.

An ideal PUF is repeatable, meaning that every time we provide it a challenge
we’d expect the same response. This would correspond to a Hamming distance
of 0. An ideal PUF is also unique, meaning that if we provide it with a
challenge, it will produce a statistically different response than the same



challenge on a different IC. If the PUF is truly random and unique, the intra-
chip variation should be 50% on average.

Weak vs. Strong PUFs

Another classic way that PUFs are classified is in terms of the strength of their
implementation.

Commonly divided into two categories, strong and weak, PUFs have their
strength classified by the number of challenge-response pairs (CRPs) that a
single device can generate. This is also related to the device size and scaling. In
the context of PUFs, scaling refers to the relationship between the size of the
PUF device and the number of CRPs that it can generate.
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Figure 3. Weak PUFs require an extra layer of key obfuscation due to their
limited number of CRPs. Image from Marconot et al

A weak PUF is one that supports a small number of challenge-response pairs.
Additionally, the number of CRPs that a weak PUF can generate may scale only
linearly or as a polynomial function of the PUF size. In this type of PUF, an



attacker can conceivably read the full set of CRPs if they have physical access
to the device. Often, weak PUFs are used for key storage and entity
authentication.

A strong PUF is a PUF that scales in such a way that it can support a very large
number of CRPs. The number of CRPs may grow exponentially as a function of
the size of a strong PUF. The important distinction is that they can support so
many CRPs that, even if an attacker had access to the device, they would be
unable to record all of them. With so many CRPs, each pair only needs to be
used once. Strong PUFs protect against attacker eavesdropping and even enable
PUF based communication protocols.

A Quick Note: PUF Tradeoffs

Obviously achieving an ideal PUF is not realistic because, like all things
engineering, . Notably, a
designer is often concerned with area, cost, and power consumption—all of
which play into PUF performance.


https://link.springer.com/article/10.1007/s42979-020-00274-0
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Figure 4. Researchers have found a tradeoff between PUF delay and power
consumption, highlighting the many tradeoffs PUF engineers must consider.
Image from Wu et al

A higher power PUF will certainly exhibit better immunity to noise and bit
errors. But, if the circuit is inefficient, it may be prohibitive for use in power-
constrained devices. A PUF with a larger area will likely be able to produce a
larger amount of CRPs, pushing it deeper into the classification of a strong
PUF. On the other hand, silicon real estate is expensive, and more area requires
more money.

Generally in PUF design, priority must be given to one of the aforementioned
constraints depending on the objectives or constraints of the use case. An
engineer will have to weigh general circuit specifications, like power and area,
with PUF specific statistical specifications, like randomness, uniqueness, and
reliability, to fairly evaluate and compare the PUF's utility in their specific
application.



How to Protect Low-Speed Interfaces and Power Supply Circuits
Miss Shruti Mali(TY Electrical)

his 1s the third article in the “Protect Your Ports!” series on protecting
communication interfaces. Earlier articles have discussed high data rate
interfaces such as power-over-Ethernet, USB, HDMI, Display Port, and
eSATA. This article will present protection schemes for low-speed interfaces. In
addition, the discussion will extend to power line frequencies and DC to present
protection methods for AC and DC power supplies.

The low-speed interfaces discussed in this article include digital audio, analog
video, and a keypad communication protocol. Table 1 lists the data rates for
these interfaces.

These low-speed interfaces are susceptible to voltage transients, particularly
electrostatic discharge (ESD); whereas the power supplies are susceptible to
power-line induced over current conditions and voltage transients. Developing
reliable interface circuits that can withstand transient strikes requires the use of
protection methodologies to protect the circuitry. This article provides
recommendations for protecting these interfaces and the power sources that
energize them.

Protecting Digital Audio Ports

The audio codec in a digital audio circuit, shown in the block diagram of Figure
1A, is susceptible to damage from fast transient surges and ESD strikes.
Fortunately, designers need only one component to provide protection for both
the left-side output and the right-side output.
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Figure 1. Transient voltage protection for the ports on audio and video
interfaces

A transient voltage suppressor (TVS) diode array consisting of a pair of back-
to-back Zener diodes is recommended, as shown in Figure 2.

1 o3

A

AR 4

5 O o 4

Figure 2. Bi-directional diode array pair for ESD protection of audio circuits

Advantages of TVS diode arrays include:

« Ability to absorb up to 40 A from an electrically fast transient



« Safe absorption of an ESD strike as large as £15 kV

« [Fast response to a transient of under 1 ns

« Low leakage current of 0.5 pA to consume a negligible amount of power
under normal operating conditions

« A maximum capacitance of 6 pF to ensure that the protection diodes will
have minimal impact on the integrity of the transmitted signal

In addition, versions of these TVS diode arrays are AEC-Q101-qualified for the
automotive market. The AEC-Q101 standard refers to a series of stress tests that
a component must meet to be classified as an automotive-grade component.
These TVS diode arrays are available in an SC70-3 surface mount package.
Thus, one small, surface-mount package can help create a robust port for audio
lines.

Protecting Video Ports

As with the audio ports, the video ports are susceptible to ESD and other
transients. Figure 1B shows an analog video port with its four output lines: Y,
C, video, and RF. A single component can provide the necessary protection for
a video analog-to-digital converter. In this case, the recommended component is
a 4-channel TVS diode array chip, as shown in Figure 3.
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Figure 3. 4-channel TVS diode array with Zener diode protection

The 4-channel TVS diode array component offers:



« Absorption without damage of up to a 40 A electrically fast transient

« ESD protection of up to £15 kV through-the-air and 10 kV from direct
contact

« Typical leakage current as low as 10 nA

« Typical pin-ground capacitance of a very low 0.3 pF

Versions of this type of protection component are also AEC-Q101-certified for
automotive applications. This component is available in a SOT23-6 surface
mount package for minimal consumption of pc board real estate. A 4-channel

TVS diode array chip provides the necessary protection with minimal impact on
the video signals.

Protecting Keypad Ports

Keypads are the data entry and control devices for numerous industrial and
consumer products. Figure 4A shows a block diagram of a keypad port.

Figure 4A - Circuit protection for keypads
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Figure 4B - Circuit protection for battery packs
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Figure 4. Protection schemes for keypads and battery packs

Activation requires direct contact, which can introduce ESD onto the keypad
circuitry. For keypad lines, consider using multi-layer varistors (MLVSs). MLVs

provide a high level of protection with:

« Absorption of a surge current pulse up to 500 A or surge energy of 2.5 J



o Wide operating temperature range of —40° C to 125° C
« Extensive range of operating voltages, starting as low as 3.5 V

MLVs help achieve compliance with EMC standards such as IEC 61000-4-2. In
addition, MLVs are available in compact 0402 surface-mount packages.

Protecting a Battery Pack Control Port

The battery pack supplies power, so the controller IC needs overcurrent as well
as voltage transient protection. Figure 4B shows the block diagram for the
battery signals and the battery controller IC. As the battery sources DC power, a
fast blow fuse for overcurrent protection is best.

A fast blow fuse provides:

« Fast trip times of 0.2 s to a 300% overload

« Low current fuse ratings of 0.25t0 5 A

« Current interrupt ratings of as much as 35 A at voltages ratings of up to 32
\%

For transient voltage protection, a TVS diode array, such as the 4-channel chip
(recommended for protecting the ports of a video interface), will protect the
controller IC from ESD and other transients. As previously stated, this
component carries the AEC-Q101 qualification.

Protection for Power Source Circuitry

The power circuits are subject to both over current and overvoltage transients
that originate on AC power lines. Thus, protecting an AC circuit requires both a
fuse for over current protection and an MOV for overvoltage protection. Some
applications may also consider other technologies such as TVS diodes,
SIDACtors, or GDTs. (Further discussion on this topic can be found in the IEC
62368-1 reference document.)

Figure 5 shows the suggested protection network.
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Figure 5. AC input recommended protection

For AC-DC power supplies, consider using a slow blow glass body fuse. The
slow blow fuse will prevent opening due to inductive current surges on the AC
line. Other features of this type of fuse are:

« Current ratings from a low of 10 mA to a maximum of 30 A
« Voltage rating to 250 VAC and higher
« Current interrupting ratings as high as 10 kA for 120 VAC circuits

These fuses are UL- and CSA-component recognized for fast and simplified
approval by a standards body.

An MOV with substantial power handling capacity across the input to the AC-
DC supply will safely absorb transients that can be propagated on an AC line
and keep the harmful transients out of the circuitry of the supply. Look for an
MOV that can withstand up to 10 kA of peak pulse current or 400 J of pulse
energy. Also consider a rugged MOV that can operate over a wide temperature
range, such as —55 to 125° C. As with the fuse, ensure the MOV is UL- or CSA-
component recognized.

Protecting the Various Types of DC Power Supplies



Depending on the voltage of the circuit and on the application, there are
different protection schemes for the inputs to DC power supplies. There are
different recommendations for each type of circuit.

For protecting a 12 V or 24 V DC supply, an MOV or TVS diode (similar to
what was previously suggested for an AC input power supply) is recommended.
Figure 6A shows the MOV across the DC supply input. This component will
protect the circuitry from peak surges of up to 10 kA and can operate up to 125°
C. An MOV offers good long-term reliability for power circuits.
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Figure 6. Recommended protection configurations for the input to various DC
supplies

For higher voltage DC supplies, such as 48 VDC supplies, a varistor or TVS
diode across the input should be used, as should a gas discharge tube on the
ground line (see Figure 6B). The gas discharge tube can withstand current
surges as high as 20 kA and protect the circuit from floating to a dangerous
level above ground when a surge occurs. With insulation resistance of 10 GQ,
the gas discharge tube draws less than 10 nA during normal operation.

A DC power supply that includes a power factor correction circuit should have
a series fuse and a parallel MOV for overcurrent and overvoltage protection.
See Figure 6C. Consider a slow blow fuse to avoid the fuse opening due to a
startup current surge from a switching power supply. Slow blow, ceramic fuses



with 10 to 30 A ratings are available with interrupting ratings of 20 kA DC at
DC voltages of 500 V. Versions of these fuses consume minimal space with 6.3
mm by 32 mm packages. The same type of MOV is suggested for the 12/24
and the 48 V DC circuits.

Protecting a DC supply in a portable device has some additional considerations.
Both overcurrent and overvoltage protection are still required; however, you
should also consider a polymer positive temperature coefficient (PPTC),
resettable fuse. See Figure 6D. PPTC fuses provide the convenience of not
having to replace the fuse if an overcurrent condition occurs. They have low
resistances, typically in the tens to hundreds of milliohms (mQQ), and fast trip
times that are under 5 s. PPTC fuses come in 0402 surface mount packages to
minimize space in small portable devices. Instead of an MOV, a TVS diode for
overvoltage protection of the DC circuitry should be considered. A TVS Zener
diode provides circuit protection from £30 kV of large through-the-air or direct
contact ESD strikes. Also, the TVS diode can safely absorb up to 80 A from a
lightning strike.

The output of your DC supply should also have proper protection. A TVS
diode, as shown in Figure 7, will protect sensitive downstream circuitry by
clamping transients to low voltages. These TVS diodes are available in either
uni-directional or bi-directional models.
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Figure 7. Recommended component for the protection of the output of a DC
supply circuit



Protected Ports Are Robust, Reliable Ports

You can develop reliable and robust circuits by incorporating protection
components into your designs. You do not need many components and the
component configurations are simple. A wide range of protection components is
available. To ease the task and the time involved in component selection, take
advantage of a manufacturer’s expertise. The manufacturer’s application
engineers can assist you with component selection and guide you through the
numerous standards that apply to the product you are developing. Some
manufacturers offer testing capabilities—Dboth to verify the performance of your
design for protection against overloads and to perform pre-compliance testing to
appropriate national and international standards. The added protection for your
design will reduce your in-warranty costs and enhance your company’s
reputation for high-quality products.
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